Pexomenaanun MuHucrepcTBa uuppoBoro pa3puTus, CBA3u 1
MaccoBbIX KOMMYHuKauuil Poccuiickoit @enepannu no 3pPeKTHBHOMY
PACNO3HABAHUIO (UIIMHIOBBIX MHCEM

Oummar (anra. phishing) — BuJ MHTEpPHET-MOIIEHHUYECTBA, LIEJIBIO
KOTOPOTO SIBJISIETCSI TOJIyYeHHE HICHTU(PUKAUMOHHBIX JAaHHBIX IOJb30BaTENen
(JtoruH, mnapoab, HOMEpP KPEAUTHOW KapThl M APYrod KOHPUIECHIUATBHOU
uH(poOpMaIK), a TAKXKE 3aIyCK BPEJOHOCHOIO MPOTPAaMMHOI0 OOecleyeHUs Ha
KOMIIBIOTEPE OJIb30BATEIIA.

Takolt BuUJI WHTEPHET-MOIIEHHUYECTBA, KaK TMPaBWIO, OCHOBaH Ha
MICUXOJIOTUYECKOW MAHUMNYJSIUM W €ro Iejib — BBIBECTH 4YEJIOBEKAa Ha TaKue
HMOIIMH, KaK UHTEPEC, CTPaX, )KATHOCTh, 37I0CTb, KEJIaHUE TOMOYb. ITO MO3BOJISIET
O0CJIa0UTh  KOHIICHTPAIIMIO 4YEJIOBEKa, YCBIMUTh €ro OJUTEeNbHOCTh. Tak,
MPUMEHEHHE Pa3TMYHBIX TICUXOJIOTUUECKUX MPUEMOB JIeaeT TaKOW BUJ MHTEPHET-
MOIIICHHUYECTBA Ype3BbIYAHO J(P(EKTUBHBIM, B TOM UYHCJIE B OpraHax
roCy/1apCTBEHHOM BIIACTH.

Ipumep. /[na 310ymelunennuka He cocmasisiem mpyoa HaAumu 8
OMKPLIMBIX UCMOYHUKAX UHGopmayuto o cmpykmype Bawezo opeana enacmu,
onpeoenums Ki04esvlX OOJNCHOCMHbLIX JUY U OOMeH KOPNOPAMUBHOU NOYMbL
Bawezo opeana enacmu. Omo  no3zeonsem  3N0YMBIUNEHHUKY — COeNamb
QUUWUH208YIO PACCBHLIKY NPUMEPHO Clledyiowe20 cooepicanus: «Yeaocaemsli ....!
B nepuoo c¢ 1 mapma no 3 anpens Ynpasienuem uH@oOpmMayuoHHbIX mMexHoI02Ul
nPOU3BOOUMCS PEBU3USL NOUMOBIX AUUKOE COMPYOHUKOSG ... Bce neucnonvszyemvle
noumsl 6yoym omxinoyensl. Eciu vl nomyuunu O0amHoe nucbmo u nianupyeme
UCNONIL308AMb OAHHBLL NOYMOBbI AUUK 8 0YOyueM, npocbba onepamusHo 8oUmMu
8 IUUHBLU KAOUHEm No Cle0YIOWell CCOLIKE: ... ... .....»

[Ipu »>TOM cChUIKA, KOHEYHO K€, BEAeT Ha MOAJETbHYI0 (dopMy
AaBTOpPU3ALMU B KOPIOPATUBHYIO IMOYTY. ECIM TOT WM MHOW COTPYAHUK OpraHa
BJIACTH BOBpPEMsI HE IOWMET, YTO JaHHAs PACChUIKa SBISETCS (UITUHTOBOM, H
MEPEUIET IO CCBUIKE, OH OKAXETCS HAa CTPaHUILIE, KOTOPasi BHEIIHE HEOTINYNMA OT
HacTosel (opMbl BBOJA YUETHBIX JaHHBIX. KOHEUHO e, BBE/S JIOTUH U MapoJb,
TaKOW COTPYIHHK «TOOPOBOIILHOY» MEPEACT UX 3ITOYMBIIIIICHHUKAM.

HepBOHa‘IaHLHbIe AeHCTBUSA IPpHU NOJYYCHHH IJICKTPOHHOI'O MUCbMA:

Ecaun Bel monyuyunu nucekMo, B KOTOpoM OT Bac TpeOyroT kakoro-mu6o
B3aUMOJICMCTBUS, B TOM 4YHCIIE HE3aMEJJIUTEIIBHOTO, WA € TaKOE€ MHUCHhMO
BbI3bIBACT y Bac moOOMBITCTBO, YyBCTBO CTpaxa WM MOOYXKIAeT K JCHCTBHUSIM,



Halpumep, «OTKPOW», «IIPOUYMTaAN», «O3HAKOMBCS», TO 3aJAyMauTeCh U 3aJauTe
cebe cleAyIolre BOMPOCHI:

0XKHUJAK0 JIH 51 3TO MUCHMO?

€CTb JIU CMBICJI B TOM, YTO OT MEHS TpeOyIoT?

3HAIO JIM 51 aBTOpa 3TOro nuchma’?

yYBEPEH JIM 51 B 0€30MaCHOCTH MOJYYEHHOTO 3JIEKTPOHHOTO MHUchma?

Ecau oTBer X0Ts Obl HA OAMH W3 O3BYYECHHBIX BBIIIE BOMPOCOB «HET» -
BHUMATEJILHO MPOAHATU3UPYUTE COAECPKUMOE MUChMa W, MPU HEOOXOJUMOCTH,
CBSDKUTECHh [JI1 KOHCYJIbTAllMM C TIPEJICTABUTEIIEM TEXHUYECKON TMOJJICPKKU
Bamero oprana Bnactu.

HNmeiite B BHUAY, YTO 0c000ro BHUMAaHHS Tp€6y10T MMUCbMa, KOTOPBIC!:

coJiepKaT CCBUIKY JIJISl TIEpeX0/1a Ha CTOPOHHUN pecypc (BO3MOXKHO,
CChIIKA BEJIET Ha (DMIIMHTOBBIN MOIIEIBHBIN pecypc). [Ipu 3ToM erre Oobiiero
BHUMAaHUS 3aCITYKHUBAIOT IMHUChbMa, COJEPIKAIUE «KOPOTKHE CCHUIKMY, TaK KaK
HEBO3MOXXHO OIPEJICIUTh, Ky/1a BEJIeT TaKasl CChLIKA;

COJIEpIKaT BIOKEHHE (BO3MOXKHO, (Daifyl COMEPIKUT BPEAOHOCHBIN KO JIsI
3apa)kKeHHUs BaIIETO KOMITBIOTEPA);

COCTaBJICHBI HA HHOCTPaHHOM SI3BIKE;

UMEIOT OO0JIBIIIOE KOTMYECTBO MOTyJaTeNeil; coaepkaT opdorpaduueckne
OIIINOKM;

CBSI3aHbI ¢ (DMHAHCOBOM, OAHKOBCKOM chepoit UIH TeONMOTUTHIECKON
00CTaHOBKOM.

Kak anaau3upoBaTth 3J1eKTPOHHBbIE MUCHhMA?

1. IIpoBephTe aapec oTmpaBuTesa (JOMEH ajpeca AJIEKTPOHHOM IMOYTHI, C
KOTOpPOM MPHUILIO NHUCHhMO, JOJKEH COBIAAaTh C JOMEHOM, YKAa3aHHBIM Ha
opHUIIMAIbHOM CalTe OpraHu3aluh, OT HMEHU KOTOPOH SKOOBI HAIpaBICHO
MKUCHBMO, & JIOTUH TaKOW MOYTHI, B CBOIO OYEPE/b, JOIKEH COBNAJATh C MPUHATON
JIOTUKOW WX TOCTPOEHUS B TOW WM WHOW opranuzainuu). IIpoBepsiiite amapec
OTITPABUTEJIS, TAXKE B CIyYae COBNAJICHUS UMEHH C YK€ U3BECTHBIM KOHTAKTOM;

2. IIpoBepbTe MONHOE UMSI OTHPABUTENS (JIsI MPOBEPKHU MOJHOTO MMEHU
OTHPABUTENS, HABEAUTE KypCOpP MBIIIKM HAa YKA3aHHOE B IMHUCbME WM
OTIPABUTENS) U 3aT€M MPOAHATU3UPYHUTE BBICBETUBIIUMICS apec AJIEKTPOHHOU
MOYTHl B COOTBETCTBUU C UHPOpMaIen U3 o(UIIMATBHBIX UICTOYHUKOB (CM. MYHKT
BBIIIIE);



3. IlpoBepbTe, IpU HAIWYUH, CCBUIKH, AAXKE €CIU MHUCBMO IOJYYEHO OT
Jpyroro nojib3oBatens Bamel nHpopManmoHHONW CUCTEMBI, U IOMHHUTE O TOM, YTO
caM (akT HampaBieHHs Bam 1o 31EKTPOHHON MOYTE CCBHUIOK, BEAYHIMX Ha
CTOPOHHUU PECYPC, SBIAETCS IMOJO3PUTEIIbHBIM:

- oOpaTuTe BHUMaHUE Ha Ha3BaHHE caiiTa, HA KOTOpblii Bam mpemnaraiot
nepeiitu. B HeM MoxkeT ObITh U3MEHEH NOPAJIOK OYKB WM, HAIPUMEDP, HEKOTOPHIE
OyKBBI MOTYT ObITh 3aMEHEHbI Ha LHUPpbI (Hanpumep, www.sObranie.ru). Kpome
TOrO, JJIsi BBEIEHUS B 3a0NyXJEHHE 3JIOYMBIIUICHHUKOM MOTYT OBITh
UCIOJIb30BaHbl CHEIUATN3UPOBAHHBIE CEPBUCHI COKpAIIEHHUS! CCBHUIOK (Hampumep,
bit.ly, tinyurl.com);

- HaBEJAUTE KYypCOp MBIIIKKM Ha CCHUIKY (He HaKUMasi HA Hee, CChLIKA
MOSIBUTCS WJH PSJIOM ¢ KypcOpoM WM B JIeBOW HHM)KHell YacTH OKHA) U
nposepbTe, uToObl URL, yka3zanuelii B snekTpoHHOM coobmenun, u URL,
0ToOpa)kaeMblil pU HaBEIEHUHU Kypcopa Ha CChIIKY, COBIAaM;

- Takke Bbl MoxeTre BpydHyr (HE KOMUpys €€) BOUTH MOJYYEHHYIO
CCBUIKY B CTpPOKE IMOMCKOBOM cucteMbl (SAnHmekc, mail.ru u ap.). Takoit meron
no3BOJIUT Bam 3aMeTUTh BO3MOKHBIE «OIIMOKUY B MOJTYYEHHOMN CCBIIKE;

4. IlpoBeppTe Hanmuuue BIOXKEHWI. Eciaum oTnpaBUTENb, 3JIEKTPOHHOE
NUCHhMO M MPUYKHA, IO KOTOPOil Bac mpocsT OTKPBITh BIOKEHHUE, BHI3BIBAET JAXKE
caMoe HE3HAYUTENIbHOE TMOJ03PEHHEe — HU MpPH KaKUX OOCTOSTENbCTBAX HE
OTKPBIBAUTE €TO0.

5. OOpamaiiTe BHUMaHHE Ha BO3MOXKHBIE OmeYaTKH, opdorpaduyeckue
omuOKH, OOJBIIIOE KOJMYECTBO TMPOIUCHBIX OYKB, COBIIQJICHHUE Ha3BaHUU
OpraHu3aliyd, WUMEHW OTIPABUTENS U COACPKUMOTO B TEKCTE BJICKTPOHHOTO
MUCHMA;

6. Ecnu mosiydeHHOE NHUCHMO BBI3BIBAET COMHEHHS, MO BO3MOXXHOCTH,
CBSDKUTECh C OTIIPABUTEIIEM WM CO CIPAaBOYHOM OpraHu3alvd, OT KOTOpPOH
MPUIJIO TAaKOE J3JIEKTPOHHOE MHCHBMO, MO JIPyromMy KaHaily cBs3u. Ilpu sTom
KOHTaKTHBIE JAHHBIE HYKHO OpaTh M3 aBTOPUTETHBIX MCTOYHUKOB, HAIIPUMEp, Ha
oQUITMATPHOM CaiiTe OpTraHW3aIlNH, a HEe U3 HampaBleHHOTO BaM muchma.

Yrto nenarsb, ecau Bol 00Hapy: kWi GUIINHTOBOE MUCHMO?

1. He mepexomuTe MO CCHIIKE, OCOOEHHO, €CIM OHU JJIMHHBIC WJIH,
Ha00O0pOT, CO3/IaHbI MPU MOMOIIM CEPBUCOB COKPAIIIEHUS CCHIIOK;

2. He HaxxumaliTe Ha CChUIKH, €CJIM OHH 3aMEHEHBI Ha CJIOBA;



3. He xonupyiite agpec CChUIKHU;

4. He oTkphiBaliTe M HE CKAuMBaAWTE BIIOKEHHS, OCOOCHHO, €CIU B HUX
coJiepKaTcsi JOKYMEHThI C MaKpOCaMu, apXHMBBI C MApoJIAMH, a Takxke (ailibl ¢
pacummpenusmu RTF, LNK, CHM, VHD;

5. He moarpy»ante KapTUHKA OT HE3HAKOMBIX JIFOJEH;

6. He 3amyckaiiTe Makpocbl B O(QUCHBIX NPWIOXKEHUSAX (Makpoc — 3mo
HAOOp KOMAHO U UHCMPYKYUL, 2PYNAUPYEMbIX éMecme 8 8uoe eOUHOU KOMAHObl
OJ151 ABMOMAMUYECKO20 8bINOJHEHUS. 3A0aYll. ),

Bcraeka [Awmsann Maker Ccbinkm  Pacceinkm  Peuensuposanme Bua Q Momouw Bxoa ,O+ O6wmin pocryn
Calibr -1 ~||t==i= - €& 3 N 2 Jo!
K K Y -abes xX; X A = = -
Bcrasure n ) - Cruan Pepaxtmposanne
~ W . A-Aa- A A » ~ - 8|9 ’
p oB6mena = LUpwudT > AGzauy » Crwnm = ~
! NPEAYNPEX AEHME CUNCTEMbI BESONMACHOCTM 3anyck Makpocos OTKAKOUEeH BKAOUMTE coaepXmnmoe x
v B ' 1 ' 2 ' 3 ' 1 ' 5 ' 6 ' 7 ' 8 ' 9 ' 10+ 11 ' 12 13+ 14 1 15+ 1 16 - JOERZINS -

7. He nmepechLiaiiTe nucbMa KoJuIeraM;

8. [Ipoundopmupyiite ciry)0y TeXxHu4Ieckon moaaepxxku Llentpa
UH(OPMAIIMOHHBIX CUCTEM M TEXHOJOTHM 1Mo Tenedony 52-64-40 u cnemnyiite
MOJIYYEHHBIM UHCTPYKLHSIM;

9. Ynanure GpUIIMHTOBOE MUCHMO.

C nononHuTEeNnbHONW HHGOPMAIMEN MO TeME JUYHOU UHEOPMAUUOHHOU
oe3onacnocmu, B ToM 4ucie 1o 3()QPEeKTUBHOMY pacro3HaBaHHIO (UITHHTOBBIX
MUCEM, MOKHO O3HAaKOMHTHCSI Ha CIICTYIONINX HH(POPMAIIMOHHBIX pecypcax B CETH
«HTepueT»:

paznen «KubepOezomacHocTs — 3T0 mpocto!» Ha Emunom moprane
rocyIapcTBeHHbIX yeryr — https://www.gosuslugi.ru/cybersecurity;

JICHIWHTOBAs cTpaHuIia B cetu «HTepHeT» — https://kubep30x.pd;

cait «be3zomacHoCTh poccuiickux mnoJab3oBartened cetu «MHTEpHET» —
https://www.safe-surf.ru.




